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IN TITK CLAIMS: 



\l . (currently amended) A method of operating an electronic locking device using a 
^relcs$ corajnunicatiou device, comprising: 

receiving a master key code from a master key supplier; 
generating a secondary key code from the master key code; and 
\transmitling the secondary key code to the wireless communication device, 
whereinVhc secondary key code is used by the wireless communication device to operate 
the electronic locking device i n lieu of b y a tangibl e device . 



2. (Origmal) The method of claim 1, wherein the secondary key code includes a 
secondary key fcjode portion and zero or more of a master key code portion, an activation/ 
expiration portion, a wireless communication device identification portion, a time of 
issue portion, and k time of last use portion. 



3. (Original) Thdytnethod of claim 1, wherein the master key code is received via at 
least one network. 



4, (Original) The method of claim 1 , further comprising: 

sending a master key code request to the muster key supplier, the master key code 
request identifying one or more^of a key supplier identifier, a product code of the 
electronic locking device, an electronic certificate, and a password. 



5. (Original) The method of cla^m 1, further comprising: 

transmitting the secondary key\oode to the electronic locking device using at least 
one of a wired communication link andVireless communication link. 



6, (Original) The method of claim 5Awherein transmitting the secondary key code 
to the electronic locking device includes transmitting the secondary key code based on a 
network address of the electronic locking device. 



\ 
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7\ (Original) The method of claim 5, wherein transmitting the secondary key code 
to tlffe electronic locking device includes broadcasting the secondary key code along with 
an identifier of the electronic locking device. 

8. (Original) The method of claim 1 , wherein the wireless communication device is 
one of a persoViI digital assistant, a two-way pager, a mobile telephone device, a wireless 
transmitter, a handheld computer, a laptop computer, and a Bluetooth™ enabled device. 

9. (Original) 'Mc method of claim 1, wherein transmitting ihe secondary key code 
to the wireless communication device includes transmitting the secondary key code using 
at least one of a wirelcsfc communication link and a wired communication link. 



10. (Original) The inctWl of claim 1 , wherein transmitting the secondary key code 
to the wireless commuiucalitffa device includes transmitting the secondary key code as 
attachment to an electronic mak message. 



an 




1 1 - (Original) The method of claim 1 0, where! n the electronic mail message is sent to 
the wireless communication device at\i remote time from use of the secondary key code 
to operate the electronic locking device: 



1 2. (Original) The method of claim 5, fbrthcr comprising receiving a confirmation 
message from the electronic locking device c<Wming ^programming of the electronic 
locking device to accept the secondary key code\ 

1 3. (Original) The method of claim 1 , wherein 1ft^ electronic locking device is 
preprogrammed to accept the sccomlary key code. 



1 4. (Original) The method of claim 5, wherein transmitting the secondary key code 
to the electronic locking device is performed at a re mote timc\roni transmitting the 
secondary key code to the wireless communication device. 
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15. ^Original) The method of claim I, further comprising: 
receiving a key code from the wireless communication device; 
aulhctoli eating the key code bascd^on the secondary key code; and 
transmitting a command to operate the electronic locking device if the key code is 

authentic., 

16. (Original) Th\ method of claim 15, further comprising: 
determining if Aumbcr or attempts to opt rate the electronic locking device 

within a predetermined period of time exceeds a threshold; and 

placing the electroni^locking device in a safety mode if the number of attempts 
exceeds the threshold. 

1 7. (Original) The method of <^aim 16, wherein the safety mode is one of a slow 
down mode and a freeze mode. 



1 8. (Original) The method of claim 1\5, wherein authenticating the key code includes 
performing a comparison of the key code tX in formation stored in a key code table. 

1 9, (Original) The method of claim 1 8, whbrcin the key code table includes an entry 
for (he electronic locking device, and wherein thVnlry includes one or more of a valid 
secondary key code, activation/expiration information, mid wireless communication 
device identification information. 



20. (Original) The method of claim 1, wherein the wifeless communication device is 
a wireless communication device owned by a user, 



2 1 . (Original) The method of claim 2, wherein the secondary key code portion and 
the one or more or a master key code portion, an activation/expiration portion, a wireless 
communication device identification portion, a time of issue portidp, and a lime oflast 
use portion are encoded. 
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22. \ (Original) The method of claim 1 , further comprising maintaining a record of 
secondary key codes used lo access the electronic locking device. 

23. (OiWial) The method of claim 1, wherein generating a secondary key code from 
Iho master key code includes at least one of using a random number generator, using a 
key code algorism, and using one of a plurality of key code generator algorithms chosen 
in a random or pseudo-random manner, 

24. (Original) ThV method of claim 1 5, wherein authenticating the key code based on 
the secondary key codeWludes determining an activation/expiration time of the 
secondary key code and determining if a current lime is within the activation/expiration 
time, 

25. (Original) The methocfyf claim 3, wherein the at least one network is the 
Internet. 



26. 



(Original) The method of claim 1, further comprising: 
polling the electronic locking device; and 
receiving status information from the electronic locking device in response to 
polling the electronic locking device. 



27. (Original) The method of claim 26, therein the status information includes at 
least one of a current status of the electronic lacking device, a lime at which operation of 
the electronic locking device was last attempted^ key code last used to attempt to 
operate the electronic locking device, and a wirclcb communication device identifier of a 
wireless communication device last used to attempe to operate the electronic locking 
device. 



28. (Original) The method of claim 26, further composing operating the electronic 
locking device based on the received status inform::|ion. 
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29. \ (currently amended) An apparatus for operating an electronic locking device 

using nWirelcss communication device, comprising: 

means for receiving a masler key code from a master key supplier; 
mcW for generating a secondary key code from the master key code; and 
first means for transmitting the secondary key code to the wireless 

communication device, wherein the secondary key code is used by the wireless 

communicationVovice to operate the electronic locking device in lieu of bv a tangib le 

device. 



y 30. (Original) The apparatus of claim 29, wherein the secondary key code includes a 
secondary key code portion and zero or more of a master key code portion, an 
aclivalion/cxpiration portion, a wireless communication device identification portion, a 
lime of issue portion, and a time of last use portion. 




3 1 . (Original) The apparatus of claim 29, who em the master key code is received 
from the master key supplier via at least one network . 



^ 32. (Original) The apparatus of claim 29, further comprising: 

means for sending a master key code request to the master key supplier, the 
master key code request identifying one or more of a key supplier identifier, a product 
code of the electronic locking device^an electronic certificate, and a password. 

33. (Original) The apparatus of claim 29, further comprising; 

second means for transmitting the secondai y key code to the electronic locking 
device using at least one of a wired communication link and wireless communication 
link. 



34. (Original) The apparatus of claim 33, wherein the second means for transmi tting 
the secondary key code to the electronic locking device includes means for transmitting 
the secondary key code based on a network address of the electronic locking device. 
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35. \ (Original) The apparatus of claim 33, wb.;rcin the second means for transmitting 
the secondary key code to the electronic locking device includes means for broadcasting 
tlic secondary key code along with an identifier of the electronic locking device, 

36. (OiigNial) The apparatus of claim 29, -wherein the wireless communication device 
is one of a pcrsWl digital assistant, a two-way pager, a mobile telephone device, a 
wireless transmitter, a handheld computer, a laptop computer, and a Bluetooth™ enabled 
device. 

37. (Original) The apparatus of claim 29, wherein the first means for transmitting the 
secondary key code to th<Wrclcs$ communication device includes means for 
transmuting the secondary Rcy code using at least one of a wireless communication link 
and a wired communication mik. 

38. (Original) The apparatus V claim 29, wherein the first means for transmitting the 
\ secondary key code to the wireless communication device includes means for 

transmitting the secondary key code afean attachment to an electronic mail message, 



39. (Original) The apparatus of claimW wherein the electronic mail message is sent 
lo the wireless com muni cation device at a remote time from use of the secondary key 
code to operate the electronic locking device. 



40. (Original) The apparatus of claim 33, furtficr comprising means for receiving a 
confirmation message from the electronic locking device confirming rcprogramming or 
the electronic locking device to accept the secondary leby code. 

41. (Original) The apparatus of claim 29, whciein thcclcclronic locking device is 
preprogrammed to accept the secondary key code. 

42. (Original) The apparatus of claim 33, whciein the second means for transmitting 
the secondary key code to the electronic locking device performs tficVansmission at a 
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remote iyic from transmitting the secondary key code to the wireless communication 
device. 



43. (Original) The apparatus of claim 29, further comprising: 

means forrcceiving a key code from the wireless communication device; 
means for authenticating the key code based on the secondary key code; and 
means for transmitting a command to opiate the electronic locking device if the 

key code is authentic. 



44. (Original) The apparatus of claim 43, further comprising: 

means for clelerminihg if a number of attempts to operate the electronic locking 
device within a predetermine A: period of time cxci/eds a threshold; and 

means for placing the electronic locking device in a safety mode if the number of 
attempts exceeds the threshold. 

45. (Original) The apparatus of cl^im 44, wherein the safety mode is one of a slow 
down mode and a freeze mode. 

46. (Original) The apparatus of claim ^3, wherein the means for authenticating the 
key code includes means for performing a comparison of the key code to information 
stored in a key code tabic. 

47. (Original) The apparatus of claim 46, wherein the key code table includes an 
entry for the electronic locking device, and whercitiVhe entry includes one or more of a 
valid secondary key code, activation/expiration information, and wireless communication 
device identification information. 

48. (Original) The apparatus of claim 29, whcicin the\wirclcss communication device 
is a wireless communication device owned by a usur. 
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49. (Or iginal) The apparatus of claim 30, wherein the secondary key code portion 
and Ihc one oWorc of a master key code portion, an activation/expiration portion, a 
wireless communication device identification poiiion, a time of issue portion, and a time 
of use portion arcVncodcd. 

50. (Original) Th\ apparatus of claim 29, further comprising means for maintaining a 
record of secondary k A codes used lo access the electronic locking device. 

5 1 . (Original) The apparatus of claim 29, wherein the means for generating a 
secondary key code from theVaster key code incl udes at least one of using a random 
number generator, using a key code algorithm, and using one of a plurality of key code 
generator algorithms chosen in aVandom or pscud.i-random manner. 

52. (Original) The apparatus of claim 43, wherein the means for authenticating the 
key code based on the secondary key code includes determining an activation/expiration 
time of the secondary key code and determining if a current time is within the 
aclivation/expiration time. \ 

53. (Original) The apparatus of claim 31 .Vhcrcin the at least one network is the 
Internet. \ 

54. (Original) The apparatus orclaim 29, further comprising: 
means for polling the electronic locking device; and 

means for receiving status information from theXelcctronic locking device in 
response to polling the electronic locking device. \ 

55. (Original) The apparatus of claim 54, wherein the status information includes at 
least one of a current status of the electronic locking device, \timc at which operation of 
Ihc electronic locking device was last attempted, a key code last used to attempt to 
operate the electronic locking device, and a wireless communication device identifier of a 
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wirdbss communication device last used to attempt to operate the electronic locking 
device*. 

56. (Original) A computer program product iu a computer readable medium for 
operating an Mcctronic locking device using a wireless communication device, 
comprising: \ 

first instructions for receiving a master key code from a master key supplier; 
second instructions for generating a secondary key code from the master key 
code; and \ 

third instnictionSSfor transmitting the secondary key code to the wireless 
communication device, wlWin the secondary key code is used by the wireless 
communication device to opiate the electronic locking device. 

57. (Original) A method of operating an elechonic locking device using a wireless 
communication device, comprising^ 

requesting a secondary key cVle from a key code supplier; 

receiving the secondary key ccrtJe associated with the electronic locking device, 
the secondary key code having been generated based on a master key code; and 

transmitting the secondary key codte to the electronic locking device, wherein the 
electronic locking device is operated in response lo receiving ihe secondary key code. 

5S. (Original) The method of claim 5 7 3 whebin the secondary key code includes a 
secondary key code portion and zero or more of aVastcr key code portion, an activation/ 
expiration portion, a wireless communication dcviAidentification portion, a time of 
issue portion, and a time of last use portion. \ 

59. (Original) The method of claim 57, wherein the Cureless communication device 
is one of a personal digital assistant, a two-way payer, a mobile telephone device, a 
wireless transmitter, a handheld computer, a laptop computeAand a Bluetooth™ enabled 
device. \ 
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60. (Ordinal) The method of claim 57, wherein receiving the secondary key code 
includes receding the secondary key code as an attachment lo an electronic mail 
message, 

6 1 . (Original) 'Mc method of claim 60, wherein the electronic mail message is 
received at a remote Qjiic from use of the sccondat y key code to operate the electronic 
locking device. 

62. (Original) The melV>d of claim 57, wherein the electronic locking device is 
preprogrammed to accept thcVsecondary key code, 




63, (Original) The method cJf claim 58, wherein the secondary key code portion and 
the one or more of a master key cMe portion, an activation/expiration portion, a wireless 
communication device identification portion, a time of issue portion, and a time of last 
use portion are encoded. 

64. (Original) The method of claimVz, further comprising; 
determining if a delete command » received; and 

deleting the secondary key code frofy a key storage if a delete command is 
received. 



65. (Original) The method of claim 64, wheksin the delete command is received from 
one of a key supplier and the electronic locking device. 

66. (Original) A wiTeless communication appals for operating an electronic 
locking device, comprising: 

means for requesting a secondary key code fromV key code supplier, 
means for receiving the secondary key code associated with the electronic locking 
device, the secondary key code having been gcneralcd based on a master key code; and 
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mcnnstor transmitting the secondary key code to the clcclrouic locking device, 
wherein the electronic locking device is operated in response to receiving the secondary 
key code. 

67. (Original) ThiWireless communication apparatus of claim 66, wherein the 
secondary key code includes a secondary key cod<; portion and zero or more of a master 
key code portion, an aclivMion/expiration portion, a wireless communication device 
identification portion, a tin* of issue portion, and u time of last use portion. 

68, (Original) The wirclesk communication apparatus of claim 66, wherein the 
wireless communication apparatus is one of a personal digital assistant, a two-way pager, 
a mobile telephone device, a wireless transmitter, a handheld computer, a laptop 
computer, and a Bluetooth™ enabfed device. 



v 



69, (Original) The wireless communication apparatus of claim 66, wherein the means 
for receiving the secondary key code includes moons for receiving the secondary key 



code as an attachment to an electronic nfpil message. 



70. (Original) The wireless communication apparatus of claim 69, wherein the 
electronic mail message is received at a remote time from use of the secondary key code 
to operate the electronic locking device, 

71. (Original) The wireless communication Jtoparatus of claim 66, wherein the 
electronic locking device is preprogrammed to accept the secondary key code. 



72. (Original) The wireless communication apparatus of claim 67, wherein the 
secondary key code portion and the zero or more of a master key code portion, an 
activation/ expiration portion, a wireless communication device identification portion, a 
lime of issue portion, and a time of last use portion are encoded. 
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73. (Original) T^he wireless communication apparatus of claim 66, further 
comprising: 

means for detckiining if a delete command is received; and 
means for deleting the secondary key code from a key storage if a delete 
command is received. 




74, (Original) The wirelVss communication apparatus of claim 73, wherein the delete 
command is received from onV of a key supplier and the electronic locking device. 



1J. (Original) A computer program product in a computer readable medium for 
operating an electronic locking dWice, comprising: 

first inslructions for requeuing a secondary key code from a key code supplier; 
second instructions for receding the secondary key code associated with the 
electronic locking device, the secondary key code having been generated based on a 
master key code; and 

third instructions for transmittiAg the secondary key code to the electronic locking 
device, wherein the electronic locking dfevice is operated in response to receiving the 
secondary key code. 



76. (Original) A method of operating ^ elcclronic locking device using a wireless 
communication device, comprising: 

receiving, from a key supplier, a secondary key code for operating the electronic 
locking device, the secondary key code having Apcn generated based on a master key 
code; 

receiving a key code from the wireless conWnication device; 
authenticating llie key code using the secondary key code; and 
operating the electronic locking device if tlic key code is authenticated. 
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77. \ (Original) An electronic locking device comprising: 

Wans for receiving, from a key supplier, a secondary key code for operating the 
electronic locking device, Ihc secondary key code having been generated based on a 
master key code; 

mcW for receiving a key code from a wireless communication device; 
means for authenticating the key code using the secondary key code; and 
mcansYor operating the electronic locking device if the key code is authenticated. 

78. (Original^ A computer program product in a computer readable medium for 
operating an electronic locking device, comprising: 

first instructions for receiving, from a key supplier, a secondary key code for 
operating the elect roni\ locking device, the secondary key code having been generated 
based on a master key cofclc; 

second instructions^ receiving a key code from the wireless communication 

device; 

third instructions for authenticating the key code using the secondary key code; 

and 

fourth instructions for opera^ng the electronic locking device if the key code is 
authenticated, 
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